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Abstract. Causal-consistent reversible debugging allows one to explore
concurrent computations back and forth in order to locate the source
of an error. In this setting, backward steps can be chosen freely as long
as they are causal consistent, i.e., as long as all the actions that de-
pend on the action we want to undo have been already undone. Here, we
consider a framework for causal-consistent reversible debugging in the
functional and concurrent language Erlang. This framework considered
programs translated to an intermediate representation, called Core Er-
lang. Although using such an intermediate representation simplified both
the formal definitions and their implementation in a debugging tool, the
choice of Core Erlang also complicated the use of the debugger. In this
paper, we extend the framework in order to deal with source Erlang
programs, also including some features that were not considered before.
Moreover, we integrate the two existing approaches (user-driven debug-
ging and replay debugging) into a single, more general framework, and
develop a new version of the debugging tool CauDEr including all the
mentioned extensions as well as a renovated user interface.

1 Introduction

Reversible debugging is a well established technique [3I17] which advocates that,
in order to find the location of an error, it is often more natural to explore a
computation backwards from the observable misbehavior. Therefore, reversible
debuggers allow one to explore a computation back and forth. There are already
a number of software debuggers that follow this idea (e.g., Undo [16]). Typically,
one can undo the steps of a computation in exactly the inverse order of the
original forward computation. However, in the context of a concurrent language
like Erlang, reversible debugging becomes much more complex. On the one hand,
in these languages, there is no clear (total) order for the actions of the concurrent
processes, since the semantics is often nondeterministic. On the other hand, one
is typically interested in a particular process, e.g., the one that exhibited a
misbehavior. Thus, undoing the steps of all processes in the very same order of
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the forward computation is very inconvenient, since we had to go through many
actions that are completely unrelated to the process of interest.

Recently, causal-consistent reversible debugging [2] has been introduced in
order to overcome these problems. In this setting, concurrent actions can be
undone freely as long as they are causal-consistent, i.e., no action is undone
until all the actions that depend on this one have been already undone. For
instance, one cannot undo the spawning of a process until all the actions of this
process have been undone.

A reversible semantics for (Core) Erlang was first introduced in [I2] and,
then, extended and improved in [8]. A causal-consistent reversible debugger,
CauDEr, that follows these ideas was then presented in [7]E| In the original ap-
proach, both the forward and the backward computations were driven by the
user (i.e., the user selects the process of interest as well as the message to be
received when there are several possibilities), so we refer to this approach as
user-driven debugging. However, when a computation fails, it is often very dif-
ficult, even impossible, to replicate the same computation in the debugger. This
is a well-known problem in the debugging of concurrent programs. Therefore,
[10] introduces a novel approach, called replay debugging, that is based on a
light program instrumentation so that the execution of the instrumented pro-
gram produces an associated log. This log can then be used for the debugger to
replay the same computation or a causally equivalent one (i.e., one that at least
respects the same order between dependent actions).

Unfortunately, all these works consider the intermediate language Core Er-
lang [1I]. Dealing with (a subset of) Core Erlang made the theoretical develop-
ments easier (without loss of generality, since programs are automatically trans-
formed from source Erlang to Core Erlang during the compilation process). The
reversible debugger CauDEr considers Core Erlang too, which greatly simplified
the implementation task. Unfortunately, as a result, the debugger is rather dif-
ficult to use since the programmer is often not familiar with the Core Erlang
representation of her program. Compare, for instance, the following Erlang code
defining the factorial function:

fact(0) -> 1;
fact(N) when N>0 -> N * fact(N-1).

and the corresponding representation in Core Erlang:

‘fact’/1 =
fun (_0) ->
case _0 of
<0> when ’true’ -> 1
<N> when call ’erlang’:’>’(N, 0) ->

! To the best of our knowledge, CauDEr is the first causal-consistent reversible debug-
ger for a realistic programming language. Previous approaches did not consider con-
currency, only allowed a deterministic replay—e.g., the case of rr [14] and ocamlde-
bug [II]—or considered a very simple language, as in [2]. The reader is referred to
[10] for a detailed comparison of CauDEr with other, related approaches.
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let <_1> = call ’erlang’:’-’(N, 1)
in let <_2> = apply ’fact’/1(_1)
in call ’erlang’:’*’ (N, _2)
<_3> when ’true’ ->
primop ’match_fail’ ({’function_clause’,_3})
end
end

On the other hand, while Erlang remains relatively stable, the Core Erlang spec-
ification changes (often undocumented) with some releases of the Erlang/OTP
compiler, which makes maintaining the debugger quite a difficult task.

In this paper, we extend the causal-consistent approach to reversible debug-
ging of Erlang in order to deal with (a significant subset of) the source language.
The main contributions are the following:

— We redefine both the standard and the reversible semantics in order to deal
with source Erlang expressions.

— Moreover, we integrate the two previous approaches, the user-driven re-
versible debugger of [§] and the replay debugger of [10], intro a single, more
general framework.

— Finally, we have implemented a new version of the CauDEr reversible debug-
ger [7] which implements the above contributions, also redesigning the user
interface.

2 The Source Language

In this section, we informally introduce the syntax and semantics of the consid-
ered language, a significant subset of Erlang. A complete, more formal definition
can be found in the appendix. We also discuss the main differences with previous
work that considered Core Erlang instead.

Erlang is a typical higher-order, eager functional language extended with
some additional features for message-passing concurrency. Let us first consider
the sequential component of the language, which includes the following elements:

— Variables, denoted with identifiers that start with an uppercase letter.

— Atoms, denoted with identifiers that start with a lowercase letter. Atoms are
used, e.g., to denote constants and function names.

— Data constructors. Erlang only considers lists (using Prolog notation, i.e.,
[e1]e2] denotes a list with first element e; and tail es) and tuples, denoted
by an expression of the form {ej,...,e,}, where eq,...,e, are expressions,
n > 0. However, Erlang does not allow user-defined constructors as in, e.g.,
Haskell.

— Values, which are built from literals (e.g., numbers), atoms and data con-
structors.

— Patterns, which are similar to values but might also include variables.

— FEaxpressions. Besides variables, values and patterns, we consider the following
types of expressions:
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e Sequences of the form eq,..., e, where e; is a single expression (i.e.,
it cannot be a sequence), i = 1,...,n. Evaluation proceeds from left to
right: first, we evaluate e; to some value vy thus producing vy, es, ..., e,.
If n > 1, the sequence is then reduced to es, ..., e,, and so forth. There-
fore, sequences are eventually evaluated to a (single) value. The use of
sequences of expressions in the right-hand sides of functions is a distinc-
tive feature of Erlang. In the following, we assume that all expressions
are single expressions except otherwise stated.

e Pattern matching equations of the form p = e, where p is a pattern and
e is an expression. Here, we evaluate e to a value v and, then, try to
find a substitution o such that poc = v. If so, the equation is reduced
to v and o is applied to the complete expression. E.g., the expression
“{X,Y} = {ok,40 + 2},X” is reduced to “{ok, 42}, 0k” and, then, to ok.

e (Case expressions like case e of cly;...;cl, end, where each clause cl;
has the form “p; [when g;] — e;” with p; a pattern, g; a guard and e;
an expression (possibly a sequence), ¢ = 1,...,n. Guards are optional,

and can only contain calls to built-in functions (typically, arithmetic and
relational operators). A case expression then selects the first clause such
that the pattern matching equation p; = e holds for some substitution
o and g;o reduces to true. Then, the case expression reduces to e;o.

e [If expressions have the form if gy — ey;...;9, — e, end, where g; is
a guard and e; is an expression (possibly a sequence), i = 1,...,n. It
proceeds in the obvious way by returning the first expression e; such
that the corresponding guard g; holds.

o Anonymous functions (often called funs in the language Erlang) have the
form “fun (p1,...,pn) [when g] — e end] where py,...,p, are patterns,
g is a guard (optional), and e is an expression (possibly a sequence).

e Function calls have the usual form, f(e1,...,e,), where f is either an
atom (denoting a function name) or a fun, and ey, ..., e, are expressions.

Concurrency in Erlang mainly follows the actor model, where processes (actors)
interact through message sending and receiving. Here, we use the term system
to refer to the complete runtime application. In this scheme, each process has
an associated pid (for process identifier) that is unique in the system. Moreover,
processes are supposed to have a local mailbox (a queue) where messages are
stored when they are received, and until they are consumed. In order to model
concurrency, the following elements are introduced:

— The built-in function spawn is used to create a new process. Here, for sim-
plicity, we assume that the arguments are a function name and a list of argu-
ments. E.g., the expression spawn(foo, [e1, ea]) evaluates e1, ea to some values
v1, U2, spawns a new process with a fresh pid p that evaluates foo(vi,vs2) as
a side-effect, and returns the pid p.

— Message sending is denoted with an expression of the form eq ! es. Here, ex-
pressions eg, es are first evaluated to some values vy, vy and vy is returned.
Moreover, as a side effect, vy (the message) is eventually stored in the mail-
box of the process with pid vy (if any).
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main() ->
spawn (customerl, [self()]), customer1(S) —->
spawn(customer2, [self()]), S ! {add,3},
server(0) . S ! {del,10,self()},
receive
server(N) -> N -> jio:format("Stock: ~“p~™n", [N])
receive end,
{add,M} S ! stop.
-> server (N+M) ;
{del,M,C} when N>=M customer2(S) —>
-> K = N-M, C ! K, server(X); S ! {add,5%},
stop S ! {add,1},
-> ok S ! {add,4}.
end.
Fig.1: A simple Erlang program.
— Messages are consumed with a statement of the form receive cly;...;cl, end.
The evaluation of a receive statement is similar to a case expression of the
form case v of cly;...;cl, end, where v is the first message in the process’

mailbox that matches some clause. When no message in the mailbox matches
any clause (or the mailbox is empty), computation suspends until a matching
message arrives. Then, as a side effect, the selected message is removed from
the process’ mailbox.

— Finally, the (0-ary) built-in function self evaluates to the pid of the current
process.

An Erlang program is given by a set of function definitions, where each function
definition has the form

f(p11s- - p1n) [when gi] — eg;
J(p21,--.,p2n) [when go] — eo;

f(anl; .. apmn) [When gm] — €m-

Where p;; is a pattern, g; is a guard (optional), and e; is an expression (possibly
a sequence), ¢ = 1,...,m. Let us illustrate the main ingredients of the language
with a simple example:

Ezample 1. Consider the program shown in Figure [I} Here, we consider that
the execution starts with the call main(). Function main then spawns two new
processes that will evaluate customer1(S) and customer2(S), respectively, where
S is the pid of the current process (the server). Finally, it calls server(0),
where function server implements a simple server to update the current stock
(initialized to 0). It accepts three types of requests:
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— {add,M}: in this case, it simply calls the server with the updated argument
N+ M7

— {del, M, C}: assuming that N >= M holds, the server computes the new stock
(N — M), sends it back to the customer and, then, calls the server with the
updated value.

— Finally, stop simply terminates the execution of the server.

Each customer performs a number of requests to the server, also waiting for
a reply when the message is {del, 10, self()} since the server replies with the
updated stock in this case. Here, format is a built-in function with the usual
meaning, that belongs to module ioE|

Note that we cannot make any assumption regarding the order in which the
messages from these two customers reach the server. In particular, if message
{del, 10, self()} arrives when the stock is smaller than 10, it will stay in the pro-
cess’ mailbox until all the messages from customer?2 are received (i.e., {add, 5},
{add, 1}, and {add, 4}).

Let us now consider the semantics of the language. In some previous formaliza-
tion [8], a system included both a global mailbox, common to all processes, and a
local mailbox associated to each process. Here, when a message is sent, it is first
stored in the global mailbox (which is called the ether in [I5]). Then, eventually,
the message is delivered to the target process and stored in its local mailbox,
so that it can be consumed with a receive statement. In this paper, similarly
to [10], we abstract away the local mailboxes and just consider a single global
mailbox. There is no loss of generality in this decision, since one can just define
an appropriate structure of queues in the global mailbox so that it includes all
local mailboxes of the system. Nevertheless, for simplicity, we will assume in the
following that our global mailbox is just a set of messages of the form {p,p’, v},
where p is the pid of the sender, p’ is the pid of the target, and v is the mes-
sage. We note that this abstraction has no impact for replay debugging since
one follows the steps of an actual execution anyway. For user-driven debugging
it might involve exploring some computations that are not feasible though.

In the following, a process is denoted by a configuration of the form (p, e, 6, S),
where p is the process’ pid, e is an expression (to be evaluated),  is a substitution
(the current environment), and S is a stack (initially empty, see below). A system
is then denoted by I'; II, where I is a global mailbox and II is a pool of processes,
denoted as (p1,601,€e1,51) |-+ | (Dn,On, en, Sn); here “|” represents an associative
and commutative operator. We often denote a system as I'; (p, 0, e, S)|II to point
out that (p,6,e,S) is an arbitrary process of the pool (thanks to the fact that
“]” is associative and commutative).

An initial system has the form { }; (p,id, e,[]), where { } is an empty global
mailbox, p is a pid, id is the identity substitution, e is an expression (typically
a function application that starts the execution), and [] is an empty stack.

2 Note that the state of the process is represented by the argument of the call to
function server.

3 In Erlang, function calls are often prefixed by the module where the function is
defined.
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Our (reduction) semantics is defined at two levels: first, we have a (labelled)
transition relation on expressions. Here, we define a typical higher-order, ea-
ger small-step semantics for sequential expressions. In contrast to previous ap-
proaches (e.g., [8I10]), we introduce the use of stacks in order to avoid producing
illegal expressions in some cases. Consider, for instance, the following function
definition:

foo(X) > Y=1,X+Y.

and the expression “case foo(41) of R — R end” Here, by unfolding the call
to function foo we might get “case Y = 1,42 + Y of R — R end] which is not
legal since sequences of expressions are not allowed in the argument of a case
expression. A similar situation might occur when evaluating a case or an if ex-
pression, since they can also return a sequence of expressions. We avoid all these
illegal intermediate expressions by moving the current environment to a stack
and starting a subcomputation. When the subcomputation ends, we recover the
environment from the stack and continue with the original computation. E.g.,
the following rules define the evaluation of a function call:

match_fun((vy,...,v,),def(f/n,P)) = (o,¢)
0,C[f(v1,...,v)],8 D o,e,(0,C[]):S

(Calll)

0, (0.C[]):8 5 0,Clv], S

Here, Cle] denotes an arbitrary (possibly empty) evaluation context where e is
the next expression to be reduced according to an eager semantics. The auxiliary
functions def and match_fun are used to look for the definition of a function f/n
in a program P and for computing the corresponding matching substitution,
respectively; here, e is the body of the selected clause and o is the matching
substitution. If a value is eventually obtained, rule Return applies and recovers
the old environment (0, C[]) from the stack.

Regarding the semantics of expressions with side effects (spawn, sending and
receiving messages, and self), we label the step with enough information for the
next level—the system semantics—to perform the side effect. For instance, For
spawning a process, we have these two rules:

(SpawnE’zp) spawn(k, f,[v1,...,Un])
0, Clspawn(f, [v])], S —————=0,C[x], S

(Spawn)
0.¢.5 spawn(k, f,[v1,...,0n])

0',¢e',S" and p' is a fresh pid
Iy (p,0,e,S) | 1T — Iy (p, ¢, e'{x = p'}, ) | (P id, f(or,....v0). []) | I

Here, the first rule just reduces a call to spawn to a fresh variable k, a sort of
“future”, since the pid of the new process is not visible at the expression level.
The step is labelled with spawn(k, f, [v1,...,v,]). Then, the system rule Spawn
completes the step by adding a new process initialized to (p', id, f(v1,...,v,),[]);
moreover,  is bound to the (fresh) pid of the new process. We have similar rules
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for evaluating the sending and receiving of messages, for sequential expressions,
etc. The complete transition rules of both the semantics of expressions (—) and
the semantics of systems (<) can be found in the appendix.

The main advantage of this hierarchical definition of the semantics is that one
can produce different non-standard versions of the semantics by only replacing
the transition rules for systems. For instance, a tracing semantics can be simply
obtained by instrumenting the standard semantics as follows:

— First, we tag messages with a fresh label, so that we can easily relate messages
sent and received. Without the labels, messages with the same value could
not be distinguished. In particular, messages in the global mailbox have now
the form {p,p’,{v,¢}} instead of {p,p’,v}, where £ is a label that must be
unique in the system.

— Then, each step s; <, sz is labeled with a pair p,r where p is the pid
of the selected process and r is either seq for sequential steps, send(¢) for
sending a message labeled with ¢, rec(¢) for receiving a message labeled with
¢, spawn(p) for spawning a process with pid p, and self for evaluating a call
of the form self().

The complete tracing semantics can also be found in the appendix.

As in [10], we can instantiate to our setting the well-known happened-before
relation [4]. In the following, we refer to one-step reductions s <, , s’ as tran-
sitions, and to longer reductions as derivations.

Definition 1 (happened-before, independence). Given a derivation d and
two transitions t1 = (s1 —p,.ry 81) and ta = (2 —p, ry 85) 0 d, we say that ty
happened before to, in symbols t1 ~ ta, if one of the following conditions holds:

— they consider the same process, i.e., p1 = p2, and t1 comes before to;

— t1 spawns a process p, i.e., r1 = spawn(p), and ty is performed by process p,
1.€., D2 = D;

— t1 sends a message £, i.e., ry = send({), and to receives the same message £,
i.e., ro = rec(¥).

Furthermore, if t1 ~ to and to ~ ts, then tq ~ t3 (transitivity). Two transitions
t1 and ty are independent if t1 6 ty and to 6 ty.

An interesting property of our semantics is that consecutive independent tran-
sitions can be switched without changing the final state.

The happened-before relation gives rise to an equivalence relation equating
all derivations that only differ in the switch of independent transitions. Formally,

Definition 2 (causally equivalent derivations). Let d; and d2 be deriva-
tions under the tracing semantics. We say that di and dy are causally equiv-
alent, in symbols di =~ do, if d1 can be obtained from ds by a finite number of
switches of pairs of consecutive independent transitions.
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The tracing semantics can be used as a model to instrument a program so that it
produces a log of the computation as a side-effect. This log can then be used to
replay this computation (or a causally equivalent one) in the debugger. Formally,
a process log w is a (finite) sequence of events (r1, 79, ...) where each r; is either
spawn(p), send(¢) or rec(¢), with p a pid and ¢ a message identifier. A system log
W is defined as a partial mapping from pids to processes’ logs (an empty log is
denoted by []). Here, the notation W[p — w] is used to denote that w is the log
of the process with pid p; as usual, we use this notation either as a condition on
a system log W or as a modification of W.

Besides defining a tracing semantics that produces a system log of a compu-
tation as a side effect, we can also define a reversible semantics by instrumenting
the rules of the system semantics as shown in the next section.

3 A Causal-Consistent Reversible Semantics

In this section, we first present an instrumented semantics which is reversible,
i.e., we define an appropriate Landauer embedding [5] for the standard semantics.
Then, we introduce a backward semantics that proceeds in the opposite direction.
Both the forward and backward semantics are uncontrolled, i.e., they have several
sources of nondeterminism:

1. Direction: they can proceed both forward and backward.

2. Choice of process: in general, several processes may perform a reduction step,
and an arbitrary one is chosen.

3. Message delivery: when there are several (matching) messages targeted to
the same process, any of them can be received.

4. Finally, (fresh) pids and message labels are chosen in a random way.

We note that, when we proceed in replay mode, the last choices (3-4) are made
deterministic. Nevertheless, the calculus is still highly nondeterministic. There-
fore, we will finally introduce a controlled version of the semantics where re-
ductions are driven by the user requests (e.g.,“go ahead until the sending of
a message labeled with ¢”, “go backwards up to the step immediately before
process p was spawned”, etc). The controlled semantics is formalized as a third
layer (on top of the rules for expressions and systems).

3.1 A Reversible Semantics

In the following, a system is denoted by a triple W; I'; IT, where W is a (possibly
empty) system log, I' is a global mailbox, and IT is a pool of processes. Further-
more, a process is now represented by a configuration of the form (p, h,0, e, S),
where p is the pid of the process, h is a process history, 6 is an environment, e
is an expression to be evaluated, and S is an stack. In this context, a history h
records the intermediate states of a process using terms headed by constructors
seq, send, rec, spawn, and self, and whose arguments are the information required
to (deterministically) undo the step, following a typical Landauer embedding [5].
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f,e,5 5 0'¢,8

S
(Seq) Wi T (p, h,0,e,8) | IT —p ceq,(sy W5 15 (p,seq(f, e, S)+h,0",e,8") | II
(Send) 96,8 =P, g1 o S" and £ is a fresh identifier
W[p — [”a F7 <p7 h707675> | II _\p,send(Z),{sAjﬂ) W7F U {(paplv {1)76})};
<p7 send(97 e) S7 p/7 {U7€})+h7 9/7 6/7 Sl> | H
6,¢,5 <N g o g
W[p — send(€)+w]; F? <pa h797 €, S> | I _\p,send(l),{s%ﬂ} W[p — OJ]; ru {(p7pla {Uﬁ})h
(p,send(0, e, S,p', {v,£})+h,0",¢’', S") | IT
rec(m,m) /AN ’ 7 _ X X
(Receive) e S : 0’ e, S" and match_rec(cl,0,v) = (0;,e;)
Wip = [1; T UL, p, {v. £})}p, h,0,¢e,8) | IT
Ap,rec(é),{s,[“} W; F; <p7 rec(@, €, Saplv {’U,E})ﬁ*h, 0l0i7 el{li = 61'}, S,> | I
0,e,S rec(riocln) 0',e', 8" and matchrec(d,cl,,v) = (6i,¢;)
W[p — rec(é)+w];F U {(p,7p7 {U(})}<pa h79767 S> | I
4p,rec(l),{s,ﬂ“} W[[) = w]; F; <p7 rec(07 €, Svplv {’U,E})—Fh, 0l0i7 el{’i = 61'}, Sl) | I
(Spawn) 0,e,S spavwn(r,mod, y[onl), 0',¢, S’ and p’ is a fresh identifier
Wilp — [1]; T; {p, h,0,¢,S) | IT —pspawn(p’), (5,59, } W; T; (p,spawn(0, e, S, p")+h, 0" ' {x — p'},S")
| (v, [],id, mod: f (), []) | IT
0,6,5 spawn(r,mod, f,[vn]) 9’,6’,5’
WIp = spawn(p')+wl; I'; (p, h, 0, e, S) | IT
—pspawn(p'), (5,51} Wip — wl; T'; {p,spawn(0, e, S, p')+h, 0, e'{k — p'}, 5"
| (0, [],id, mod: f (), []) | IT
self(R) 1 1
(Self) 0,e,S —=0",¢,S

Wi I (p, h,0,e,8) | IT —p cerr,1s3 W; T (p,self (0, e, S)+h, 0 e’/{x — p},S") | IT

Fig. 2: Uncontrolled forward semantics

(Seq) W; T (p,seq(0,e, S)+h,0',€,5) | II ~—pseqissuv Wi I5(p,h,0,e,S)|II
where V = Dom(0")\Dom/(9)
Wip — wl; T U{(p,p’, {v,€})}; {p,send(0, ¢, S,p’, {v,€})+h,0 e, Sy | IT
~ p,send(£),{s,¢T} W[p = Send(é)+w}; F; <p7 hvev €, S> | I
Wip + wl; Ty (p,w, rec(0, e, S,p’, {v,£})+h,0 ¢, S"y | IT
(Receive) p,rec(£),{s,tV UV W[p = rec(Z)—i—w}; ru {(p/7p7 {’U, é})}7 <p7 ha 97 ¢, S) | I
where V = Dom/(6')\Dom/(6)
Wip = w|; T'; (p,spawn (0, e, S, p')+h, 0, ¢/, S") | (o', ', [],id, "y | IT

S
(Spaun) —puspawn(p’) {s.sp,, } VYV [P > spawn(p')+wl; I (p, spawn(p’)+, h, 0, e, S) [ I

(Self) W; I; (p, self (0, e, S)+h,0',e',S') | IT ~p seif, sy Wi 15 (p, h,0,e,S) | II

Fig. 3: Uncontrolled backward semantics



Causal-Consistent Reversible Debugging: Improving CauDEr 11

The rules of the (forward) reversible semantics are shown in Figure [2| The
subscripts of the arrows can be ignored for now. They will become relevant for

the controlled semantics. The premises of the rules consider the reduction of an

. label . . .
expression, 6,e,S —= ¢'.¢’, S, where the label includes enough information

to perform the corresponding side-effects (if any). Let us briefly explain the
transition rules:

— Rule Seq considers the reduction of a sequential expression, which is denoted
by a transition labelled with 7 at the expression level. In this case, no side-
effect is required. Therefore, the rule only updates the process configuration
with the new values, 8, ¢/, S’, and adds a new item seq(f, e, S) to the history,
so that a backward step becomes trivially deterministic. Although this is or-
thogonal to the topic of this paper, the stored information can be optimized,
e.g., along the lines of [I3].

— As for sending a message, we distinguish two cases. When the process log
is empty, we tag the message with a fresh identifier; when the log is not
empty, the tag is obtained from an element send(¢) in the log (which is
then removed). In both cases, besides adding the new message to the global
mailbox, a new item of the form send(6, e, S, p’, {v, £}) is added to the history
so that the step becomes reversible.

— Receiving a message proceeds much in a similar way. We also have two rules
depending on whether the process log is empty or notE| If there is no log,
an arbitrary message is received. Otherwise, if we have an item rec({) in the
log, only a message labeled with ¢ can be received. The history is anyway
updated with a term of the form rec(6, e, S,p’, {v,£}). Observe that x (the
future) is now bound to the body of the selected clause.

— As for spawning a process, we also distinguish two cases, depending on the
process log. If it is empty, then a fresh pid is chosen for the new process.
Otherwise, the pid in the process log is used. In both cases, a new term
spawn(6, e, S, p’) is added to the history of the process. Moreover, & is bound
to the pid of the spawned process.

— Finally, rule Self simply binds x with the pid of the selected process, and
adds a new term self(0, e, S) to the process history.

Trivially, when no system log is considered, the reversible semantics is a conser-
vative extension of the standard semantics since we only added some additional
information (the history) but imposed no additional restriction to perform a re-
duction step. Moreover, when a system log is provided, one can easily prove that
the reversible semantics is sound and complete w.r.t. the traced computation.
As for the backward (reversible) semantics, it can be easily obtained by re-
versing the rules of Figure [2] and, then, removing all unnecessary conditions in
the premises. The resulting rules are shown in Figure [3] where the auxiliary
function Dom returns the variables in the domain of a substitution. Note that,

4 Here, we use the auxiliary function match_rec to select the matching clause, so that
it returns the matching substitution as well as the body of the selected clause.
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in these rules, we always take an element from the history and move the corre-
sponding information (if any) to the system log. Therefore, once we go backward,
forward steps will be driven by the corresponding log, no matter if we initially
considered the log of a computation or not.

The reversible semantics is denoted by the relation = which is defined as the
union of the forward and backward transition relations (— U «—).

The main differences with previous versions of the reversible semantics are
summarized as follows:

— At the level of expressions, we consider the source language, Erlang, rather
than the intermediate representation, Core Erlang. Moreover, we also con-
sider higher-order expressions, which were skipped so far.

— Regarding the reversible semantics, we keep the same structure of previous
versions but integrate both definitions, the user-driven reversible semantics of
[8] and the replay reversible semantics of [10]. This simplifies the development
of a debugging tool that integrates both definitions into a single framework.

Since our changes mainly affect the control aspects of the reversible semantics
(and the concurrent actions are the same for both Erlang and Core Erlang), the
properties in [SJ10] carry over easily to our new approach. Basically, the following
properties should also hold in our framework:

— The so-called loop lemma: For every pair of systems, s; and ss, we have
81 —p,r S2 iff 82 ~—p,r S1-

— An essential property of reversible systems, causal consistency, which is
stated as follows: Given two coinitial (i.e., starting with the same config-
uration) derivations d; and ds, then dy = dy iff dy and dy are cofinal (i.e.,
they end with the same configuration).

— Finally, one could also prove that bugs are preserved under the reversible
semantics: a (faulty) behavior occurs in a traced derivation iff the replay
derivation also exhibits the same faulty behavior, hence replay is correct
and complete.

3.2 Controlled Semantics

In this section, we introduce a controlled version of the reversible semantics. The
key idea is that this semantics is driven by the user requests, e.g., “go forward
until the spawning of process p”, “go backwards until the step immediately before
message ¢ was sent”, etc.

Here, we consider that, given a system s, we want to start a forward (resp.
backward) derivation until a particular action v is performed (resp. undone) on
a given process p. We denote such a request with the following notation: ||s]| 4,
where s is a system and @ is a sequence of requests that can be seen as a stack
where the first element is the most recent request. We formalize the requests
as a static stream that is provided to the calculus but, in practice, the requests
are provided by the user in an interactive way. In this paper, we consider the
following requests:
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— {p,s}: one step backward/forward of process pﬂ

— {p, ¢4 }: a backward /forward derivation of process p up to the sending of the
message tagged with /;

— {p, ¢y }: a backward/forward derivation of process p up to the reception of
the message tagged with /;

— {p,sp, }: a backward/forward derivation of process p up to the spawning of
the process with pid p'.

— {p, sp}: a backward derivation of process p up to the point immediately after
its creation;

— {p, X}: a backward derivation of process p up to the introduction of variable
X.

When the request can be either a forward or a backward request, we use an
arrow to indicate the direction. E.g., {p, '} requires one step forward, while
{p, ?} requires one step backward. In particular, {p, ?p} and {p, ?} have just
one version since they always require a backward computation.

A debugging session can start either with a log (computed using the tracing
semantics or, equivalently, an instrumented source program) or with an empty
log. If the log is not empty, we speak of replay debugging; otherwise, we say that
it is a user-driven debugging session. Of course, one can start in replay mode
and, once all the actions of the log are consumed, switch to the user-driven mode.

The requests above are satisfied when a corresponding uncontrolled transi-
tion is performed. This is where the third element labeling the relations of the
reversible semantics in Figures [2| and [3| comes into play. This third element is a
set with the requests that are satisfied in the corresponding step.

Let us explain the rules of the controlled semantics in Fig. 4] Here, we assume
that the computation always starts with a single request. We then have the
following possibilities:

— If the desired process p can perform a step satisfying the request 1 on top of
the stack, we do it and remove the request from the stack of requests (first
rule of both forward and backward rules).

— If the desired process p can perform a step, but the step does not satisfy the
request ¢, we update the system but keep the request in the stack (second
rule of both forward and backward rules).

— If a step on the desired process p is not possible, then we track the depen-
dencies and add a new request on top of the stackﬁ For the forward rules,
either we cannot proceed because we aim at receiving a message which is not
in I" or because the considered process does not exist. In the first case, the
label £ of the message can be found in the process’ log. Then, the auxiliary
function sender is used to locate the process p’ that should send message /,
so that an additional request for process p’ to send message £ is added. In
the second case, if process p is not in I, then we add another request for the

® The extension to n steps is straightforward. We omit it for simplicity.
5 Note that, if the process’ log is empty, only the first two rules are applicable; in other
words, the user must provide feasible requests to drive the forward computation.
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Fig. 4: Controlled forward /backward semantics

parent of p to spawn it. For this purpose, we use the auxiliary function parent.

As for the backward rules, we consider three cases: one rule to add a request
to undo the receiving of a message whose sending we want to undo, another
rule to undo the actions of a given process whose spawning we want to undo,
and a final rule to check that a process has reached its initial state (with an
empty history), and the request {p, ?p} can be removed. In this last case,
the process p will actually be removed from the system when a request of
the form {p’, %} is on top of the stack.

The relation “~~” can be seen as a controlled version of the uncontrolled re-
versible semantics (=) in the sense that each derivation of the controlled se-
mantics corresponds to a derivation of the uncontrolled one, while the opposite
is not generally true.

The controlled semantics is the basis of the implemented reversible debugger
CauDEr. Figure |5 shows a snapshot of both the old and the new, improved
user interface. In contrast to the previous version of the debugger [9], we show
the source code of the program and highlight the line that is being evaluated.
In contrast, the old version showed the current Core Erlang expression to be
reduced, which was far less intuitive. Moreover, all the available information
(bindings, stack, log, history, etc) is shown in different boxes, while the previous
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version showed all information together in a single text box. Furthermore, the
user can now decide whether to add a log or not, while the previous version
required the use of different implementations of the debugger.

The new version of the reversible debugger is publicly available from https:
//github.com/mistupv/cauder-v2.

4 Conclusions and Future Work

In this paper, we have adapted and extended the framework for causal-consistent
reversible debugging from Core Erlang to Erlang. In doing so, we have extended
the standard semantics to also cope with program constructs that were not
covered in previous work [RI7/T0], e.g., if statements, higher-order functions, se-
quences, etc. Furthermore, we have integrated user-driven debugging and replay
debugging into a single, more general framework. Finally, the user interface of
CauDEr has been redesigned in order to make it easier to use (and closer to that
of the standard debugger of Erlang). We refer the reader to [810] for a detailed
comparison between causal-consistent reversible debugging in Erlang and other,
related work.

As for future work, we aim at modelling in the semantics different levels
of granularity for debugging. For instance, the user may choose to evaluate a
function call in one step or to explore the reduction of the function’s body step
by step. Moreover, we are also exploring the possibility of allowing the user to
speculatively receive a message which is different from the one in the process’ log
during replay debugging. Finally, other interesting ideas for future work include
the implementation of appropriate extensions to deal with distributed programs
and error handling (following, e.g., the approach of [6]).

Acknowledgements. The authors would like to thank Ivan Lanese for his use-
ful remarks that helped us to improve the new version of the CauDEr debugger.
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program ::= modi ... Mmody
mod = fun_def, ... fun_def,
fun_def = fun_rule {';’ fun_rule} '
fun_rule ::= Atom([exprs]) [when guard] — exprs
fun_expr = fun fun {';’ fun} end
fun = ([exprs]) [when guard] — exprs
pattern ::= atomic | Var | '{/[patterns]’} | '|' [patterns '|' pattern] ']’
patterns ::= pattern {',' pattern}
exprs == expr {’, expr}
expr = atomic | Var | "{![exprs]'} | '[' [exprs | expr] '] | if if _clauses end

| case expr of cr_clauses end | receive cr_clauses end | expr | expr
| pattern = expr | [Mod :]expr([exprs]) | fun_expr | Opexprs
atomic ::= Atom | Char | Float | Integer | String
if -clauses ::= guard — exprs {';' guard — exprs}
cr_clauses ::= pattern [when guard] — exprs {;’ pattern [when guard] — exprs}

Fig. 6: Language syntax rules

A The Language Syntax

In this section, we present the complete syntax of the considered language: a
significant subset of the higher-order functional and concurrent programming
language Erlang.

The syntax of the language is shown in Figure [f] Terminals are denoted with
sans serif font or using single quotes. We distinguish expressions, patterns, and
values. Patterns are built from variables, literals (atomic values), lists, and tuples;
they can only contain fresh variables. In contrast, values are built from literals,
lists, and tuples, i.e., they are ground (without variables) patterns. Expressions
are ranged over by e, €’ eq,..., patterns by pat, pat’, paty, ... and values by
v,v',v1,... Atoms (i.e., constants with a name) are written in roman letters,
while variables start with an uppercase letter.

A program is a collection of modules, where each module includes a sequence
of function definitions, A function is defined by one or more clauses of the form
f(paty,...,pat,) = e1,...,em, where f is an atom. Note that clauses can have
a sequence of expressions in the right-hand side. Clauses are tried from top to
bottom using pattern matching. Morever, clauses may have a guard (prefixed
by the keyword when) that must be evaluated to true in order for the rule to
be applicable. Guards can only contain calls to predefined functions (typically,
relational and arithmetic operators). An expression can include atomic values,
variables, tuples of the form {ey,...,e,}, lists (using Prolog-like notation, where
[] is the empty list and [e; |e2] denotes a list with head e; and tail e3), conditionals,
case expressions, receive expressions, messsage sending, pattern matching (i.e.,
expressions of the form pat = expr), function applications, anonymous functions,
and the usual arithmetic and relational operators. As in Erlang, the only data
constructors in the language (besides literals) are the predefined functions for
lists and tuples.
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Erlang includes a number of built-in functions (BIFs). In this work, we only
consider self /0, which returns the process identifier of the current process, and
spawn/1 and spawn/3 that creates a new process (see below).

B The Language Semantics

Now, we present the semantics of the language. As in [8], our operational seman-
tics is defined by means of several layers. The first, lower level layer considers
expressions. Here, we distinguish sequential expressions from those related to
concurrency. The sequential subset of the language is a typical higher-order eager
functional programming language. First, we consider the semantics of sequential
expressions.

B.1 Sequential Expressions

We need some preliminary notions. A substitution 6 is a mapping from vari-
ables to expressions, and Dom(f) = {X € Var | X # 6(X)} is its domain.
Substitutions are usually denoted by (finite) sets of bindings like, e.g., {X; —
V1,...,Xp > U, }. Substitutions are extended to morphisms from expressions
to expressions in the natural way. The identity substitution is denoted by id.
Composition of substitutions is denoted by juxtaposition, i.e., 86" denotes a sub-
stitution 6" such that 8”(X) = 0'(0(X)) for all X € Var. We follow a postfix
notation for substitution application: given an expression e and a substitution o
the application o(e) is denoted by eo.

We often denote by 0,, a sequence of syntactic objects o1, ..., 0, for some n.
We use 0 when the number of objects is not relevant.

In the following, we consider that each expression can be written as Cle]
where e is the next redex to be reduced according to the usual eager semantics.
E.g., an expression like “case £(42) of ... end” can be represented as C[f(42)]
since the call £(42) is needed to evaluate the case expression.

The rules for sequential expressions are shown in Figure |7 Our (labeled)
reduction semantics is defined on triples 6, e, S, where 6 is the current environ-
ment that stores the values of the program variables, e is the expression to be
evaluated, and S is a stack. Let us briefly explain the rules of our semantics:

— Rule Var evaluates a variable by simply looking up his value in the environ-
ment.

— Rule Seq! removes a value from a sequence, so that the remaining elements
can then be reduced. In general, several Erlang expressions can be reduced to
a sequence. Unfortunately, this may give rise to an expression which is syn-
tactically ilegal. Consider, e.g., that the evaluation of the above expression
case £(42) of ... end reduces £(42) to a sequence like X = 42, X. Then, we
would get the expression case X = 42,X of ... end, which is not syntactically
correct (the argument of a case expression must be a single expression, se-
quences are not allowed). To overcome this problem, rules If and Case move
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(Var)

0,C[X],S = 0,C0(X)], S

Seql Seq2
( q)e,C[u,e],s;a,C[e},s (Seq2)

0,v,seq(C[]):S = 0,Cv], S

eval_guard(g10,...,g:.0) =1
0,Clif g1 — e1;...;9n — en end], S 5 0, e;,5eq(C[]): S

(1)

match_case(v, cl10, ..., cln,0) = (0;,¢e;)
0,C[case v of cly;...;cl, end],S = 00;,ei,5eq(C[]): S

(Case)

match(patf,v) = o

(Match) C
0,Clpat = v], S — 0o,C[v], S

eval(op, v1,...,0n) =

(Or) 0,Clop(v1,...,vn)],S = 0,C[v], S

(Fun) .
0, Clfun funs;...; fun, end],S — 6,C[(6,fun funs;...; fun, end)], S
(Caltyy Matehfun((vr, .., vn), def(f/n, P)) = (o, ¢)
0,C[f(v1,...,v0)],8 = o,e,(0,C[]):S
(Call2) match_fun((vy,...,vn), (0, fun funs;...; fun, end)) = (o,e)

0,C[{6", fun funs;...; funy, end) (v1,...,v.)], 58 = o,¢,(0,C[]):S

(Return) —
o,v,(0,C[]):S — 0,C[v], S

Fig. 7: Standard semantics: evaluation of sequential expressions

the current context to the stack until the reduced expression is eventually
reduced to a single expression and the context is recovered by rule Seg2.
Rule If evaluates the guards using the auxiliary function eval_guard, which
returns the index of the first guard that evaluates to true. As mentioned
above, we move the current context to the stack.

Rule Case matches the case argument, v with the case branches (possibly
including guards) using the auxiliary function match_case and returns a pair
(0;,e;) with the matching substitution and the expression in the selected
branch. As before, the context is moved to the stack to avoid giving rise to
an illegal expression if e; is a sequence.

Rule Match evaluates a pattern matching equation using auxiliary function
match, which returns the matching substitution.

Rule Op evaluates arithmetic and relational operations using the auxiliary
function eval.

Rule Fun evaluates an anonymous function by reducing it to a closure.
Rules Calll and Call2 evaluate a function application by moving the cur-
rent context and environment to the stack and then reducing the function’s
body using the auxiliary function match_fun that takes the arguments of the
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function call and either the definition of the given function in the source pro-
gram or a closure. Function Return recovers the context and environment
from the stack once the function’s body is reduced to a value.

B.2 Concurrency

In this section, we consider the semantics of concurrent actions. Essentially, a
running application consists of a number of processes that interact by sending
and receiving messages. Message sending is asynchronous, while receiving mes-
sages may block a process if no (matching) message arrived yet. Processes are
uniquely identified by their pid (process identifier).

In principle, one can consider that each process has an associated mailbox
or queue where incoming messages are stored until they are consumed by a
receive expression. When a process sends a message, it is eventually, stored in
the mailbox of the target processm Between the sending of a message and storing
it in a process’ mailbox, we say that the message is in the network (which is called
the ether in [15]).

In this work, similarly to [I0], our semantics abstracts away from processes’
queues. Here, we only consider a single data structure, called global mailboz,
that represents both the network and the processes’ mailboxes. Furthermore,
the semantics represents an overapproximation of the actual semantics of Erlang
since we impose no restriction on the order of messages. In Erlang, the messages
between two given processes must arrive in the same order they were sent. We
skip this restriction for simplicity (but could easily be implemented, see [12]).
Nevertheless, removing this restriction is not relevant in replay mode, since the
debugger will follow the trace of an actual execution in some Erlang environment
and, thus, only executions that respect the above restriction can be considered.

We note that this contrasts with previous semantics, e.g.,[SIT2[T5], where
both the network and the processes’ mailboxes were explicitly modeled.

Let us now introduce the notions of process and system, which are essential
in our semantics.

Definition 3 (process). A process is denoted by a configuration of the form
(p,0,e,S), where p is the pid of the process, 0 is an environment (a substitution
of values for variables), e is an expression to be evaluated, and S is an stack.

A so called global mailbox is then used to store sent messages until they are
delivered (i.e., consumed by a process using a receive expression):

Definition 4 (global mailbox). We define a global mailboz, I', as a multiset
of triples of the form (sender_pid, target_pid, message). Given a global mailbox
I, we let ' U{(p,p’,v)} denote a new mailboz also including the triple (p,p’,v),
where we use “U” as multiset union.

Finally, a system is defined as follows:

" In this work, we do not consider lost messages.
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(SendExp) send(vy,v2)
9,Clvr ' va], S ——2% 6, C[uvs], S
(ReceiveExp) —
0, Clreceive cli;...;cl, end], S Leclreln), 0, k,seq(C[]):S
(SpawnEzpl)

spawn(k,mod, f,[Vpy

9, Clspawn(mod, f, [5])], S D9, Clx), 8

(SpawnEzp2)

spawn(k,ezprs)

6, C[spawn(fun() — ezprs end)], S 0,C[k], S

(SelfExp) =

0, Clself()], S — 0,C[x], S
Fig. 8: Standard semantics: evaluation expressions with side-effects

0,e,8 5 0,¢,5

S
(Seq) T3 (p.0,6,S) | 1 =g s (9,0, 5 [ 1T
(Send) 0,e,S send@0), 0',e’,S" and / is a fresh symbol
F7 <p7 97 €, S) ‘ i (_>p,send(é) v {(p7p/7 {[)’/})}7 <p7 9/7 6/7 Sl) | 11
(Receive) 0,e,8 =) g o S and match_rec(cl,0,v) = (0;, ;)
Iy {(plapv {/Uvﬁ})}; <pa ‘97 €, S> | 1 %p,rec(@ F; <p7 0/01'7 el{/i = ei}a Sl) | 11
(Spawni) 0,e,S spawn(r,mod,f,[7n]) 0',¢,S" and p’is a fresh pid
F; <p7 97 €, S> | 11 (_>p,spawn(p’) F; <p7 0/7 6’{/6 = p/}, Sl) ‘ <pl7 Zd7 mOdif(W), H> ‘ iy
0,e,S spavn(rs,cpre]) 0',¢’,S" and p’ is a fresh pid
(Spawn?2) -
F; <p7 07 €, S> | I “p,spawn(p’) I <p7 9,7 el{ﬁ = p/}v S/> ‘ <pl71d7 E€TpTs, []) ‘ 7
0,e,8 2 g o 5
S l b) b b) b)
(5elf) T3 (.6, 8) [ 1T e T (p, 0 > p, 8 | 11

Fig. 9: Tracing semantics

Definition 5 (system). A system is a pair I'; IT, where I" is a global mailbox
and II is a pool of processes, denoted as (p1,01,e1,51) | --+ | (Dn,On,en,Sn);
here “|” represents an associative and commutative operator. We often denote
a system as I'; (p,0,e,S) | IT to point out that (p,0,e,S) is an arbitrary process
of the pool (thanks to the fact that “| 7 is associative and commutative).

A initial system has the form { }; (p,id,e,[]), where { } is an empty global
mailbozx, p is a pid, id is the identity substitution, e is an expression (typically a
function application that starts the execution), and [] is an empty stack.

The transition rules for concurrent expressions is shown in Figure [8, while
the (labeled) transition rules for systems is shown in Figure @ For the moment,
the reader can safely ignore the labels of the arrows. Let us briefly explain how
concurrent expressions and systems are evaluated:
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— First, a system in which the selected process has a sequential expression (i.e.,
an expression that can be reduced using the rules of Figure @ is evaluated
using rule Seq in Figure [9]in the obvious way.

— Sending a message. On the one hand, rule SendEzp reduces an expression
vy 1wy (i.e., sending message vy to process with pid vy) to ve. However, we
also need some side-effect: message v, must be eventually received by process
v1. Since this is not observable locally, we label the step with send(vy, v2)
so that rule Send can take care of this by adding the triple (p,p’, {v,1}) to
the global mailbox I', where p is the pid of the sender, p’ is the pid of the
target, and {v, £} is a tagged message. Here, messages are tagged with unique
labels so that we can connect messages sent and received without ambiguity.
Note that without unique labels, messages with the same value would be
indistinguishable.

— Receiving a message. At the level of expressions, rule ReceiveFExp returns a
fresh variable, k, since the receive expression cannot be reduced at this level
without accessing to the global mailbox. Here, k can be seen as a future that
will be bound in the next layer of the semantics. As before, we label the step
with enough information for rule Receive to complete the reduction. This rule
looks for some (in principle, arbitrary) message addressed to the considered
process in the global mailbox, checks that it matches some branch of the
receive expression using the auxiliary function match_rec, and then proceeds
as in the evaluation of a case expression. The main difference is that, now,
is bound to the selected branch and the message is removed from the global
mailbox.

— Spawning a process. For spawning a process, we proceed analogously to the
previous case. Rules SpawnFxpl and SpawnFExp2 labels the step with the ap-
propriate information and the calls are reduced to a fresh variables x. Then,
rules Spawnl and Spawn2 perform the corresponding side effect (creating a
new process) and bind x to the pid of the new process.

— Finally, self() returns the pid of the current process using rule SelfEzp and
Self, analogously to the previous cases.

We refer to reduction steps derived by the system rules as actions taken by
the chosen process.

Finally, by considering the labels in the transition steps of the semantics
shown in Figure[J] we get a tracing semantics that produces the log of a compu-
tation. This log can then be used in the debugger to replay a (typically faulty)
computation. Let us note that, in practice, we use a program instrumentation
rather than an instrumented semantics, so that the instrumented program can
be executed in the standard Erlang/OTP environment. The equivalence between
the two alternatives is rather straightforward though.

In the following, (ordered) sequences are denoted by w = (r1,ra9,...,75),
n > 1, where [] denotes the empty sequence. Given sequences w; and wa, we
denote their concatenation by w;+ws; when wy just contains one element, i.e.,
wy = (1), we write r+ws instead of (r)4ws for simplicity.
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Definition 6 (log). A log is a (finite) sequence of events (ri,ra,...) where
each r; is either spawn(p), send(?) or rec(f), with p a pid and £ a message iden-
tifier. Logs are ranged over by w. Given a derivation d = (8o —p, ry S1 py.ro
s porn Sn), 1> 0, under the logging semantics, the log of a process p in d,
in symbols L(d,p), is inductively defined as follows:

[] if n =0 or p does not occur in d
E(dvp) = T1+‘C(Sl —* Snap) an > 07 P11 =D, and 1 ¢ {Seq,self}
L(s1 =" $p,D) otherwise

The log of d, written L(d), is defined as: L(d) = {(p, L(d,p)) | p occurs in d}.
We sometimes call L(d) the system log of d to avoid confusion with L(d,p) (the
process’ log). Trivially, L(d,p) can be obtained from L(d), i.e., L(d,p) = w if
(p,w) € L(d) and L(d,p) =[] otherwise.

Clearly, given a finite derivation d, the associated log £(d) is finite too. However,
the opposite is not true: we might have a finite log associated to an infinite
derivation (e.g., by applying infinitely many times rule Seq).
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